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Agenda 

 Overview of Civil Referendums  

 Design of POPVote system 

 Attacks timeline on 6.22 Civil Referendum 

 Protections in place 



POPVote 

 Voting platform for mass engagement 

 To construct a civil society by promoting civil 

participation 

 To demonstrate an electronic voting system 



Voting Channels 

Website  

 HKID number  

 SMS verification 

 

Mobile App  

 HKID number  

 SMS verification 

Polling Stations  

 HKID card verification 

 Tablets 



Civil Referendums 



Three Large-Scale Events 

3.23 Civil Referendum 

March 23-24, 2012 

Mock CE Election 

 

 

Web  66,005 

App  71,831 

Station 85,154 

Total 222K 

New Year Civil Referendum 

 January 1, 2014 

Express views on the 

principles of CE Election 

 

Web  19,164 

App  40,234 

Station 2,771 

Total 62K 

6.22 Civil Referendum 

June 20-29, 2014 

Constitutional reform 

proposals 

 

Web  235K 

App  486K 

Station 70K 

Total 792K 



Images from AppleDaily 7 

Snapshots – 3.23 Civil Referendum 

 



Snapshots – 3.23 Civil Referendum 

 

Images from HKUPOP 



Snapshots – New Year Civil Referendum 

 

Images from HKUPOP 



Snapshots – 6.22 Civil Referendum 

 

Images from Google Images results - www.bastillepost.com  



Incidents – 3.23 Civil Referendum 

 

Images from SCMP 



Incidents – 3.23 Civil Referendum 

 

Image from AppleDaily 



Incidents – New Year  Civil Referendum 

 

Images from SCMP 



Incidents – 6.22 Civil Referendum 

 

Images from Twitter 



IT Advisory Group 

Established since Jan 2013. 11 members now. 

 

 Mr. S.C. Leung, Convenor of IT Advisory Group (Director, Internet Society Hong Kong) 

 Dr. K.P. Chow (Department of Computer Science, The University of Hong Kong) 

 Dr. Joe CK Yau (Department of Computer Science, Hong Kong Baptist University) 

 Dr. Ricci Ieong (Director, Cloud Security Alliance HK & Macau Chapter) 

 Mr. Henry Ng (Head of Consulting Service of an international consultancy firm) 

 Mr. Vincent Ip (Council Member of Information Security and Forensics Society) 

 Mr. Eric Fan (Vice Chairperson, Professional Information Security Association) 

 Mr. Chester Soong (Chairperson, Internet Society Hong Kong) 

 Mr. Ben Cheng (Vice Chairperson, Convenor, Startup Working Group, Internet Society 

Hong Kong) 

 Mr. Sang Young (Director, Education; Convenor, Security & Privacy Working Group, 

Internet Society Hong Kong) 

 Mr. Ken Lam (Director; Convenor, Internet Application Development Working Group, 

Internet Society Hong Kong) 



Design Principles 



Design Principles 

 Availability 

 Uniqueness 

 Fairness 

 Privacy 

 Eligibility 

 Integrity 



Availability 

Scalable cloud server 

Load balancer 

Auto-scaling 

Multi-availability zone 

DDoS Protection 

High availability 

 

Handle high traffic during voting period 

Availability Zone 

24/7 



Uniqueness 

Information required 

 HKID 

 Mobile phone number 

 SMS 

Count only one vote for each voter 



Fairness 

On-Site & Off-Site voting channels 

 Website, Mobile App & Polling Station 

Every eligible person can vote 

 

Cater as many people as we can 

Paper ballot as backup 



Eligibility 

Voter to declare 

Hong Kong Permanent Resident 

 

Aged 18+ 

HKID card image from http://www.gov.hk/tc/residents/immigration/idcard/hkic/smartid.htm 



Privacy 

Hashing 

Encryption 

Short Data Retention 

Inform PCPD 

Personal data 

 HKID & Mobile phone number 

 

Sensitive data 

 Voting decision 



Integrity 

Protected by firewall 

SSL connection 

All personal data are hashed 

Ballots are encrypted 

Audit the counting process 

High data integrity 

 

Accurate 



System Design 



Interface of POPVote system 

0. Download POPVote mobile app 

 

1. Read the terms 

 

2. Input HKID & mobile number 

 

3. Send an SMS to POPVote system 

 

4. Cast your vote 
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Interface of POPVote system 

0. Download POPVote mobile app 

 

1. Read the terms 

 

2. Input HKID & mobile number 

 

3. Send an SMS to POPVote system 

 

4. Cast your vote 



Websites & APIs 

Project website - https://popvote.hk 

Voting website 

https://secure.popvote.hk 

 

API requests 

https://api-****.popvote.hk 

CloudFlare – DNS, Firewall, CDN 



Mobile App 

Manifest files hosted on AWS S3 

 API endpoints, text strings, voting   

hours, motions, etc. 

Bring convenience to SMS verification 

Native iOS and Android apps 



Polling Station 

Local Area Network 

 Serving HTML files and handling API requests 

 Hashing and encryption are done on the Station Server 

 Can be offline (disconnected from Internet) 

 Upload data to Central Server 

WPA2 encryption 



Operating Machines 

 Enter HKID card no. 

Registration Machine Voting Machine 



Operating Machines 

 Validation passed. Tap “Proceed to vote”. 

Registration Machine Voting Machine 



Operating Machines 

Registration Machine Voting Machine 



Operating Machines 

Registration Machine Voting Machine 



Operating Machines 

Registration Machine Voting Machine 



Website & Mobile App 

 

 

 

 

 

 Either one can only vote once  

Duplicate Voting 

HKID number 

Mobile number 

Polling Stations  

  

 

 

 Can only vote once at each Polling 

 Station 

HKID number 



Ballot Counting – Scenario A 

Website & Mobile App Polling Station A  

Ballot 

Ballot 

Time Polling Station B  

Ballot 

override 

override 



Ballot Counting – Scenario B 

Website & Mobile App Polling Station A  

Ballot 

Ballot 

Time Polling Station B  

Ballot 

override 

override 



Ballot Counting 

  

境內離站投票 

Local Off-site Voting 

境內到站投票 

Local On-site Voting 

境外到站投票 

Overseas On-site 

Voting 

流動程式 

Mobile App 

互聯網站 

Website 

實體票站 

Polling Stations 

實體票站 

Polling Station 

投票時間 

Voting time 

12:00, 2014.6.20 - 

21:00, 2014.6.29 
2014.6.22 - 2014.6.29 

15:00 - 18:00 

2014.6.14 

電子選票 

e-votes 495,797 239,303 63,857 -- 

紙張選票 

p-votes 
-- -- 6,634 391 

已剔除選票 

Eliminated votes - 9,655 - 3,406 - 113 

有效選票 

Valid votes 792,808 



Attacks Timeline 



Attacks Timeline 

- Mock Voting & Pre-registration started smoothly 

Mock Voting & Pre-registration: 13th – 18th  June 2014 

13th 

14th - DDoS on DNS service provider CloudFlare 

- CloudFlare added rate limit to popvote.hk 

- Added Amazon Route 53 as another DNS service provider 



Attacks Timeline 

- More than 100 billion DNS queries in Amazon usage report 

- Amazon stopped providing Route 53 and CloudFront 

services 

- Protection service provider UDomain under DDoS attack 

- Peak traffic at 10Gbps, consumed most the bandwidth 

- UDomain stopped providing protection service 

- CloudFlare protection service turned on 

 

15th – 16th  

17th - Reported to the Police 



Attacks Timeline 

- Mock voting and pre-registration ended 

- More than 20K votes and registration 

18th 

19th - Enrolled CloudFlare Project Galileo 

- CloudFlare provided 4 dedicated name servers 



Attacks Timeline 

- CloudFlare mitigated 300Gbps DDoS attack right before 

the voting began 

- Transferred zone files to some DNS service providers (‘A’ 

records to CloudFlare proxies) 

- Large amount of random and non-existent sub-domain 

queries (e.g. aasj289.popvote.hk) 

- Technique used to whitelist existent sub-domains 

- Voting system smoothly rolled out 

- Received 30K-50K votes per hour in the first day of voting 

 

 

20th 

6.22 Civil Referendum: 20th – 29th June 



Attacks Timeline 

- Fake email received by SMS service provider to seek for 

SMS usage report 

23rd 

27th - Phishing websites were found 

 http://popvotes.hk 

 http://secure.popsvote.hk 

- HKDNR turned them down 

29th - Received about 800K votes 

1st & 2nd July - Malicious calls to HKUPOP telephone numbers 



Attacks Timeline 

- Rumours about duplicate votes 

- Rumours about Data Leakage from Civil Referendum 

System 

Others 



Protection 



Protection 

Captcha to protect API endpoints 

All transmitted data are SSL encrypted 

Shielded by CloudFlare Firewall 

 

Whole AWS infrastructure is isolated from 

the public, using AWS Security Groups 



Protection 

All ballots are encrypted using PKI 

All HKID and Phone numbers are hashed 

f12443ffa921ea97dca00811744

f8784f3e8b494736d1164b3898

c5892b0f6a27c9895b175e651d

8214c4825027f47e74ae422d80

e05c712bce18f0cda6d878c 

Public Key 



Protection 

Private key is divided into 3 and held by 

3 non-technical workers 

 

Redundancy is added to avoid the 

corruption or loss of the key 

 

Gathering the portion from at least 2 

holders is required to merge a private key 

for decryption 

Private Key 



Thanks for listening. 

more on 

RTHK Media Digest 

February, 2014 


