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Agenda

= Qverview of Civil Referendums

= Design of POPVote system

= Attacks timeline on 6.22 Civil Referendum
= Protections in place
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POPVote

= Voting platform for mass engagement

= To construct a civil society by promoting civil
participation

= To demonstrate an electronic voting system
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Voting Channels
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Polling Stations

HKID card verification
Tablets
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Three Large-Scale Events

3.23 Civil Referendum New Year Civil Referendum  6.22 Civil Referendum
March 23-24, 2012 January 1, 2014 June 20-29, 2014
Mock CE Election EXxpress views on the Constitutional reform

principles of CE Election proposals

Web 66,005 Web 19,164 Web 235K
App 71,831 App 40,234 App 486K
Station 85,154 Station 2,771 Station 70K

Total 229K Total 62K Total 792K
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Snapshots — 3.23 Civil Referendum
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Snapshots — 6.22 Civil Referendum
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Images from Google Images results - www.bastillepost.com



Incidents — 3.23 Civil Referendum

Public’s view ‘will count in CE poll’

Opinion surveys and the exposure of scandals by
media will be major factors in result, experts say

voters feit

A voter in the mock poli at

insulted after

mmmmtommwrmmda

Thousands queue to
vote in mock election

Colleen Lee
colleen.lee@scmp.com

Public opinion and the media's
exposure of scandals have shaped
the voting preference of the 1,193
Election Committee members like
never before, experts say, with the
decision on the next chief executive
expected tomorow;

The past months have seenthe
media expose everything from the
illegal basement under a home
owned by Henry Tang Ying-yen’s
wife to the notorious dinner attended
by members of Leung Chun-ying's
campaign team and a controversial
businessman known as “Shanghai

nominated Tang, but said he would
haveto close the gap to »yithinmper-

b P PORS
justify voting for him.

Tang, once tipped as Beijing’s
favoured candidate, enjoyed a slight
advantage over Leung in polls in the
middle of last year.

But Tang's admission of an extra-
marital affair in October saw him fall

behind Leung, who led by 30 per- |

centage pointsat the height of Tang’s
illegal strueture row in Feb

Chung said the fact that revela-
tions about the 2,200 sq ft basement
at the house in Kowloon Tong
dripped out in several big-cirmlation
newspapers over a few days made it

Boy". The dinner led to questions
about “black gold politics”, or collu-
sion with triads.
Many stories were credited to un-
od s lead Py

-3 T
thatrival candidates or their support-
ers were behind the negative attacks.

Dr Chung Kim-wah, an assistant
professorof applied social sciences at

“ot it was carefully plotted”.
He said: “The revelation did affect

the election, in particular hitting |

Tang's popularity.”

Chung said the long-running
story of Leung’s failure to declare a
contlict of interests while serving on
the judging panel for a 2001 design
competition for the West Kowloon
arts hub may have raised questions

Polytechnic University, said: “[The about his integrity.
scandals] had a certain impact on The row was first reported by
o Leung and Tang, But [the questi part of Sing Tao
Ada Lee none of thy didates had i of] whether Election C: News Corporation, chaired by Tang
ACOIICRDLOM to narrow the wealth gap. members may change their voting nominator Charles Ho Tsu-kwok.
Of the 16 people the South China  preferences due to public opinion The government confirmed later
Thousands stood in long queues to  Morning Posttalked to, five cast blank i the air.” that an entrant had suspemgd links
cast ballots in yesterday’s mock elec-  votes, four voted for Tang, one for Ho Headded: “InHongKong'ssmall-  with Leung, having named his com-
tion for the city’s new leader. andanother for Leung. Theothersre-  circle election, most people cannot  pany D1Z as its property adviser.
said the wait was worth the  fused to disclose their choice. vote [for their chief executive]. Their Professor Clement So York-kee, of
opportunity to express their political Separately, some disabled voters  views can only be expressed byopin-  the school of journalism and com-
views. Some travelled for up to an said lhey felt insulted after the mock  ionpolls. Sobeatingrivalsin popular- munication at Chinese University,
hour to get to the main polling: 's organisers decided not to ity polls has become a way for candi-  said media coverage 'pmb'ably in-
at Polytechmc University, in Hung  count their votes because of achange  dates to gain political capital.” directly affected” the public’s per-
Hom, only to stand in line when the m the ballot s fon'n.u Aboul 200 of The Liberal Party - originallya  ception of the candidates.
online voting system broke down. them voted he Uni- ghold of support for its former “The general public cannot take
Many cast blank ballots, saying versxty of Hong Kong's puth opm~ member Tang. to whom n pmvnded part in the [Election Committee]
none of the three candidates would atpa- 62 vote, bul may reflect their views
make a suitable chief executive. Oth- per ballots should be placed i mto en- its members and alhea would be giv- lls. The fi
ers said they cherished the chanceto  velopes with the voters' identitycard  en free choice between castinga can be used for reference for the
express their views since theyhadno  numbers written on them. blank vote or opting for Tang. central government and various
say in the election on Sunday. “That's just wrong,” said Tony But the party’s leaders said they  sectors,” he said.
At the university, some people  Shing Li-lim from the Hong Kong  would cast blank ballots to reflect the State leaders including Premier

waited for as long as half an hour in
the 200-strong queue before they
could cast their votes,

A marketing lecturer at the uni-
versity took the time to vote for Henry

Federation of the Blind.

He also criticised the organisers
for requiring voters to write their
identity card numbers on the enve-
lopes, saying that was against the

Images from SCMP

feelings of the public, party chair-
woman Miriam Lau Kin-yee said.
Ocean Parkboss Allan Zeman also

Wen Jiabao (2% %) and Wang Guan-
gya (E%3E), director of Beijing's
Hong Kong and Macau Affairs Office,
say the city’s next leader would need
a high degree of public acceptance.

CHIEF EXECUTIVE ELECTION

LEUNG ALMOST HOME
AS PLEDGES ROLL IN

mmlom Mlmmkaﬂdmuwdmmu EH

Hackers fail to
deter voters in
mock CE poll

Ordinary Hongkongers queue patiently to have t|

eir

Hackers' attacks on the online polling
system for the simulated chief exccu-
tive election yesterday failed to deter
Hongkongers from queuing outside
polling stations for the chance 1o cast
thelr ballots, which they are not en
titled to in tomorrow's election

Dr Robert Chung Ting-yiu, direc-
torofthe Public Opinion Programme
at the University of Hong Kong, said
unusual activity had been noticed in
the system shortly after 7am. Com-
puters could not connect to the Uni-
versity of Hong Kong'sserver, and the
main polling station at Polytechnic
University switched from electronic
10 paper ballots at around 1030am.

At one long queue at Polytechnic
University last night, teacher Ted
man Chan said be was disappointed
that the website was being hacked as
it had undermined freedom of ex
pression. "I want my voice heard,
even though T have to wait for 30 min
utes here after work,” Chan said.

A aB-year-old man, who only
identified himself as Chiu, said he
queued to cast his vote after finishing
working in Shenzhen

“If 1 don't vote now, I'm afraid I
won't have chance to express my
choice in future,” he said

The pan-democrats’ chief exocu-
tive candidate, Albert Ho Chun-yan,
arrived at a polling station at about
9:30am to find the system out of ac-
thon. He used the occasion for a letle

Former Executive Council «

supporters swell, while

ining backers for him

Tanna chong and Emilly Tsang

Leung Chun-ying will probably sec
ureat least the minimum 601 voteshe
needs to win the chief executive elec
tion tomorrow,

The ranks of his backers contin
ued to increase yesterday, as several
voting blocs declared all or some of
thedr members on the Election Com:
mittee would cast their ballots for the
former Executive Council convenor,
now widely regarded as Beijing's pre
ferred choice.

I'hey included the Democratic
Alliance for the Betterment and Pro-
gress of Hong Kong, and many in the
religious and the cultural subsectors.

By day's end, Leung had secured
betwgen 563 and 643 votes. accond.
ing to a-count by the Post.

DAB chalrman Tam Yiu-chung
said the party had agreed to support
Leung - during an hour-long central
comimittee meeting - and to “advise”
ers on the Election

en as
would be compelled
Leung, and if there was
violators, Tam said: “We
vise'is the best word 1o use
members may be voting at different
times, and only they will know who
they vnl('d for. T have full confidence
that all 147 members will tre: asure the
party’s advice when they

The party hoped to an in
conclusive election result, in which
no candidate wins the minimum 601
votes, he said. That would bring un-
certainty to the city and worsen its
current sense of social disharmony
In explaining why Leung won the
party’s support, Tam said: “He left a
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onvenor sees number of

Fang faces an uphill battle in

's next leader

very good impression with all party |

members he met. We agree with his
policy platform.”

But uncertainties remain because
some voters, including the Chi
medicine subsector, the 25-member
engineering group and tycoon vot-
ers, have yet to decide who to
support.

After learning about the DAB's

nese |

support, Leung said be would seek |

further support “until the last mo-
ment"”,

Issuing a letter to Election Com
mittee members for the third dayina
row to convince them of his sinceriy
Leung stressed be would work wib
all sectors to build a democratic elec-
tion culture and strive 1 “reconcile
the cracks caused by the election”

Fortval60.electors from the reli
@ion subsector - with strong pro-Bei-
jing backgrounds - decided to shift
their suppart from Henry Tang Ying-
yen to Leung,

Most of the members from Mus-
lim, Taoist, Confucian and Buddhist
groups were originally strong Tang
supporters, since he was believed to
be Beijing's favourite. Now some of
these supporters acknowledge re
ceiving what they calléd “a different
message from officials in the central
government” over the past few days.

"The message we received sug-
gested we vote according to the pop-
ularity of the candidate,” said Hau
Wing-cheong, from the Hong Kong
Taoist Association. “Itis clearly 4
change of mind from the former
hv,mu fte, and I think a o
mmlmg to the will of those
m;,hu up.

Members of the four religious
groups will have a final meeting to-
morrow maming to decide on a unit-
ed move,

The cultural subsector will give all
its 14 votes to Leung, according to
member Lee Kok-keung.

'We have reached a consensus o
vote for Leung, including the six
members who earlier nominated

Tang," said Lee.
Tang called on voters to “cast their
ballot according to their conscience”,
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Incidents — New Year Civil Referendum
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[The poli]
generated a
sudden surge of
text messages to
... one number

Images from SCMP

Friday, January 10, 2014 (3

TELECOMS

CITY

CSL, CITICLINKED
TO TROUBLED
‘REFERENDUM’

Two companies identified by industry sources
after voters in Occupy Central poll on electoral
reform struggle to get text messages through

Phila siu
philasiu@scmp.com

CSL was the telecommunica-
tions company hired by the Uni-
versity of Hong Kong to supporta
New Year's Day “referendum” o

eleetomlretonm!mwasplagued

by technical
sources identi-

industry

fied CSL as the company in-
volved, while two of the sources
said Citic Telecom International,

which runs the server that acts as
a gateway for text messages sent
between different phone net-
works, may also have been res-
ponsible for some people being
unable to cast votes.

“Too many [text] messages
came in and Citic's gateway
could not handle them in time,”
one source said.

Questioned about its involve-
ment in the poll, CSL would not
confirm that it was the company
working with HKU, but said it

repnmdsuﬁctem network
bandwidthfot voting”.

Citic said it had not been told
the details of the poll in advance,
meaning it was caught by sur-

[The poll]
generated a
sudden surge of

text messages to
.. one number

SUTTON CHEUNG, CITIC

number. They then received a
text message with an authentica-
tion code that they had tosend by
text to a CSL server.

An unknown number of vot-

public opinion programme, re:
fused to confirm or deny whether
CSL was the company it worked
with, citing a confidentiality
agreement. But he reiterated that
problems emerged even though
the number of messages was well
below the capacity of the tele-
communications firm'’s server.

Ma met representatives of the
company on Tuesday, who told
him the problems were down to
network “congestion”.

Ma said he was aware that the

porting industry sources’ claims
that Citic may have played a role
in the fiasco,

“One reason for the problems
could be that Citic's gateway does
not have enough bandwidth,”
the source said.

Sutton Cheung, Citic’s chief
technology officer, said: “The
company was not made aware of
the text application associated
with the voting activities con-
ducted by HKU's electoral re-
form poll, which generated a sud-
den surge of text messages to-
wards one single recipient phone
number. This resulted in a delay
of text-message delivery.” Citic
refused to say directly whether
thatmeant CSLhad notinformed
it about the poll before it took
place, as experts said CSL would
have needed to do so to ensure



Matthew Prince X Segui

Battling 300Gbps+ attack right now. Knew
it was coming so well prepared. Helluva
story someday. CLOUDFLARE

Images from Twitter
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I'T Advisory Group

POPVOTE

Established since Jan 2013. 11 members now.

. Mr. S.C. Leung, Convenor of IT Advisory Group (Director, Internet Society Hong Kong)
. Dr. K.P. Chow (Department of Computer Science, The University of Hong Kong)

. Dr. Joe CK Yau (Department of Computer Science, Hong Kong Baptist University)

= Dr. Ricci leong (Director, Cloud Security Alliance HK & Macau Chapter)

. Mr. Henry Ng (Head of Consulting Service of an international consultancy firm)

. Mr. Vincent Ip (Council Member of Information Security and Forensics Society)

. Mr. Eric Fan (Vice Chairperson, Professional Information Security Association)

. Mr. Chester Soong (Chairperson, Internet Society Hong Kong)

. Mr. Ben Cheng (Vice Chairperson, Convenor, Startup Working Group, Internet Society
Hong Kong)

. Mr. Sang Young (Director, Education; Convenor, Security & Privacy Working Group,
Internet Society Hong Kong)

. Mr. Ken Lam (Director; Convenor, Internet Application Development Working Group,
Internet Society Hong Kong)
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Design Principles



Design Principles

= Availability
= Uniqueness
= Fairness

= Privacy

= Eligibility
" Integrity




Availability
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High availability

Handle high traffic during voting period

Scalable cloud server
Load balancer
Auto-scaling
Multi-availability zone

DDoS Protection



Unigueness

Count only one vote for each voter

Information required
HKID
Mobile phone number
SMS




Falrness

Every eligible person can vote

Cater as many people as we can

On-Site & Off-Site voting channels
Website, Mobile App & Polling Station

4 Paper ballot as backup



Eligibility

Hong Kong Permanent Resident

LEE, Chi Nan

F j 2621 2535 5174 >
\ vE H4% F1% Date of Bith
01-01-1968 =F |
B ***AZ
£33 %% 143 Date of lssue

bk 0179
15-09-03 C668668(E)

# & SAMPLE

Aged 18+

AAREET A RNEEAARER = \Voter to declare

HKID card image from http://www.gov.hk/tc/residents/immigration/idcard/hkic/smartid.htm

x5 IR

B

POPVOTE



Privacy

Personal data
HKID & Mobile phone number

Sensitive data
\oting decision

Hashing
Encryption

Short Data Retention
Inform PCPD



Integrity

High data integrity

Accurate

Protected by firewall

SSL connection

All personal data are hashed
Ballots are encrypted

Audit the counting process
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Interface of POPVote system

eeeee SMC HK = 20:55 @ 9 82% )

O
EAXBREHRE B

| Public Opinion Programme
The University of Hong Kong

0. Download POPVote mobile app

= X3 ZE PopVote

1. Read the terms
2. Input HKID & mobile number

3. Send an SMS to POPVote system
HPF i b

lOVE AND P!ACE

4. Cast your vote

AR S

Please select a language
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Interface of POPVote system

eeeee SMC HK 3G 11:02 @ @O 64% [ b4

B R
0. Download POPVote mobile app

R#EGR >> BAEH >> BHRE > BRE

St

?i?;—'%)\:t%'sﬂféﬁ}ﬁﬁiﬁfﬁ v ¢
1. Read the terms RIRE R ER T RS L -

RENTHREREENERE
) o R SEMEER TS
2. Input HKID & mobile number REVEENIR - NAHE LA
REMAEMBR KR AENE
%\?Eiﬂﬁo%ﬁgﬂﬁgﬁ
BXFEMEWINER - AR AR
3. Send an SMS to POPVote system B AP R BT BN -

ﬁﬁgﬁmﬁxéﬂ%mfmm

B S D BT - (RS R i FSSL

4. Cast your vote EITNE - B AR RS
REBR R GRARSE  UREE
B R L A TR
B - A SRS R E
shik— B NN ARE = 2 W -

B NER



Interface of POPVote system o
iR O] ) %&ﬁ% D
0. Download POPVote mobile app e o> R o soms > micn

1. Read the terms

BR85S ° ecccee (o)

2. Input HKID & mobile number —
3. Send an SMS to POPVote system ~ ssxxias- .

4. Cast your vote
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Interface of POPVote system

0. Download POPVote mobile app
1. Read the terms
2. Input HKID & mobile number

3. Send an SMS to POPVote system

4. Cast your vote 1]2]3)4]5]6]7]8]9]0

-1/1:1: 1400181418’

—— ——

o
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Interface of POPVote system

eeeee SMC HK = 20:56 @ 9 82% M)

ERIE BUH
0. Download POPVote mobile app

F#EFER >> BARR > S6HRE > #RE

FIEREER] 0 29:58

1. Read the terms WERIRNTH - BREANE
9766
- ]
2. Input HKID & mobile number 50908199
3. Send an SMS to POPVote system TR RN T HRTER
99900000

4. Cast your vote

Rtk B Bh3kEiaat



Interface of POPVote system

0. Download POPVote mobile app
1. Read the terms

2. Input HKID & mobile number

3. Send an SMS to POPVote system

4. Cast your vote

POPVOTE
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eeeee SMC HK 7T 20:56 @ 9 81% W)

ERIE BUH

FIBREERD © 09:52
20478/ TEHE  KAKE [H

ALl RAUTEREER® !

1. BAEREER
2. HEESEE
3. REAERE
) RiE
NRERMEEEAFTTRASE
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Websites & APIs

CloudFlare — DNS, Firewall, CDN

Project website - https://popvote.hk

\oting website
https://secure.popvote.hk

API requests
https://api-****.popvote.hk




Mobile App

#  Available on the GETIT ON . . .
@& AppStore Native iOS and Android apps

eseee SMC HK

PEIREERR >>

FIfREER : 29:58

MERRNFR  BREARE

9766
F
59908199

AR R TFHRREE
99900000

it B BRI

< 20:56 & 9 82% wm)
HRIER HUH
WARE >> BHEE >>  WER

POPVOTE
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Manifest files hosted on AWS S3
= APl endpoints, text strings, voting
hours, motions, etc.

Bring convenience to SMS verification



Polling Station

Local Area Network \

=

Serving HTML files and handling API requests
Hashing and encryption are done on the Station Server
Can be offline (disconnected from Internet)

Upload data to Central Server

POPVOTE
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Operating Machines
= Enter HKID card no.

e

Registration Machine Voting Machine

POPVOTE & RIRER POPVOTE ERIRE

PopVote E RIZZE

HKID ( ) BB RRIRE
Language @X OEnglish m Please register before voting
Voting Machine Status «” Voting Machine: idle
Last online time of voting 2014-04-3012:52:12
machine

# Reg. Time Action



Operating Machines
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» Validation passed. Tap “Proceed to vote”.

POPVOTE & RIGE

Registration Machine

HKID validation passed.

HKID ( )

Language @ "X OEnglish

Voting Machine Status
Last online time of voting

machine

i

« Voting Machine: idle
2014-04-3012:34:25

Reg. Time Action

Voting Machine

POPVOTE & Rig=

PopVote ERIRE
EhBRERE

Please register before voting

B

POPVOTE
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Operating Machines

Registration Machine \Voting Machine

POPVOTE &5 i3 POPVOTE #5185

T2 5M0: 09:51

AUHIR S

201 7THFENEE | AASF "THIFAESP 2 QB
Language @$X OEnglish 1R TR

) 1. BAE RS

HKID ( )

Voting Machine Status « Voting Machine: voting
Last online time of voting 2014-04-30 12:38:25 ) 2. B EIEIEEEE
machine .
) 3. FEEEE
i Reg. Time Action ) Bl

R RATFE PR R R R IE®RE

TEBMFER, FAET :
) STEBEFER
) SEBARER




e

Operating Machines

Registration Machine \Voting Machine

POPVOTE &RiRE

'he page at 175.159.167.18

HKID ( )
. {RAVESE -
Language @ OEnglish B B E RS
W2 AT EIR
Voting Machine Status « Voting Machine: voting
Last online time of voting 2014-04-30 12:38:25 b
machine

i Reg. Time Action



Operating Machines

R
[==5]
=<

POPVOTE

Eira
=
=2

Registration Machine Voting Machine

b1 4 a5
POPVOTE & Rig= POPVOTE & R&I85

}2"3”'75
HKID ( ) RECSER , SRR
FER A,
Language @™+X OEnglish

Voting Machine Status «” Voting Machine: idle

Last online time of voting 2014-04-3012:52:42

machine

# Reg. Time Action



Duplicate Voting
Website & Mobile App
HKID number

Mobile number

Either one can only vote once

FIRRRERD : 09:48
B201745 R 8858 » KA KIS [0

AL ) BBUFRIZA TS

() 1L EEEBBLR
¥) 2 ARTBHR

EARE - tIRFEAN

g o - -
RERERE  MZABETS

R o AR :

S
;:na;si
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Polling Stations

HKID number

Can only vote once at each Polling
Station

POPVOTE &R igE

HKID already used in voting.

HKID ( )
Language @ "X O English W
Voting Machine Status + Voting Machine: idle
Last online time of voting 2014-04-3012:37:03
machine
# Reg. Time Action



Ballot Counting — Scenario A

Time Website & Mobile App  Polling Station A Polling Station B

o Ballot

override

O Ballot

override

@) Ballot




Ballot Counting — Scenario B

Time Website & Mobile App  Polling Station A Polling Station B

o Ballot

override

Ballot

override

@) Ballot




Ballot Counting

=R
pm:

Valid votes

B gy | ETERER
Local Off-site Voting Local On-site Voting !
\oting
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Attacks Timeline
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Attacks Timeline

Mock Voting & Pre-registration: 13t — 18™ June 2014

O 13t - Mock Voting & Pre-registration started smoothly

O 14th - DDoS on DNS service provider CloudFlare
- CloudFlare added rate limit to popvote.hk

- Added Amazon Route 53 as another DNS service provider
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Attacks Timeline

(O 15716 - More than 100 billion DNS queries in Amazon usage report

- Amazon stopped providing Route 53 and CloudFront

services

- Protection service provider UDomain under DDoS attack
- Peak traffic at 10Gbps, consumed most the bandwidth

- UDomain stopped providing protection service

- CloudFlare protection service turned on

O - Reported to the Police



Attacks Timeline

O 18 - Mock voting and pre-registration ended

- More than 20K votes and registration

O 19 - Enrolled CloudFlare Project Galileo

- CloudFlare provided 4 dedicated name servers
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6.22 Civil Referendum: 20th — 29th June

O 20t - CloudFlare mitigated 300Gbps DDoS attack right before

the voting began

- Transferred zone files to some DNS service providers (‘A’

records to CloudFlare proxies)

- Large amount of random and non-existent sub-domain

queries (e.g. aasj289.popvote.hk)
- Technique used to whitelist existent sub-domains
- Voting system smoothly rolled out

- Received 30K-50K votes per hour in the first day of voting
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Attacks Timeline

O 23rd - Fake email received by SMS service provider to seek for
SMS usage report
O am - Phishing websites were found
http://popvotes.hk

http://secure.popsvote.hk

- HKDNR turned them down

O 29th - Received about 800K votes

O 1&2myuly - Malicious calls to HKUPOP telephone numbers
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(O Others - Rumours about duplicate votes

- Rumours about Data Leakage from Civil Referendum

System
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Protection
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Protection
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Shielded by CloudFlare Firewall

Whole AWS infrastructure is isolated from
the public, using AWS Security Groups

Captcha to protect APl endpoints

All transmitted data are SSL encrypted
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Protection

f12443ffa921ea97dca00811744

f8784f3e8b494736d1164b3898

¢5892h0f6a27¢9895b175e651d All HKID and Phone numbers are hashed
8214c4825027f47e74ae422d80

e05c¢712bce18f0cdab6d878c

All ballots are encrypted using PKI




Protection

. Private Key

Private key is divided into 3 and held by
3 non-technical workers

Redundancy is added to avoid the
corruption or loss of the key

Gathering the portion from at least 2
holders Is required to merge a private key
for decryption



BAERBREMEETE

S@> Public Opinion Programme, The University of Hong Kong

Thanks for listening.

more on
RTHK Media Digest
February, 2014




