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“3.23 Civil Referendum Project” Operation Plan

Offsite e-polling
\oting time: 0000 to 2000
Website: PopVote (http://popvote.hk)

Information for verification: Identity Card Number in full of the voter and a cell phone number

which can be used to send SMS

Offsite e-polling Process

Logon the "PopVote.hk™ website

Input information

HK perm. Identity Card Cell phone

resident aged 18 e ] num_ber
or above for sending sms

Send an sms to the tel. number displayed in the system

@Eﬂter the voting interface

Choose one of the candidates

m I.I.I‘
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\oting procedures :

1)
2)

3)

4)

5)

Intending voters must logon the PopVote website (http://popvote.hk)

Declares oneself to be a Hong Kong permanent resident over 18 years of age, then keys in one’s
HKID number in full, and a cell phone number which can be used to send SMS

The intending voter must then send a blank or worded SMS within one minute using one’s
registered cell phone to the telephone number prompted by the system

Upon receiving the blank or worded SMS, the system will open a voting interface for the person
to vote. In case the person’s HKID number or cell phone number has already been used, the

system will not open the voting interface
The voter can choose one of the candidates or to abstain from voting under his/her own will within 3

minutes and then send out the e-voting form

Data protection measures:

1)

2)

3)

4)

5)

The HKID number in full will then be converted by the system into a chain of irreversible Hash
Codes for storage, in order to protect one’s privacy, and to prevent repeated voting

The website has obtained the Hong Kong Post e-Cert in order to prevent from being counterfeited
and will ensure the data is encrypted while processing

The system of the registration computer will be equipped with a virtual keyboard to prevent data
from being stolen

Since no data will be stored in the computer, if one left the voting interface before completing the
voting process, the intending voter will have to repeat all steps

All processed data will be stored in the central server, the computer will not store any individuals’

data

Smartphone App Voting

The voting time and process will be the same as the offsite e-polling but for those using Smartphone App

voting must download the PopVote app.
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Design of the onsite polling station

Initial layout of the polling station:

Polling station
Independent Independent Independent Independent Independent
voting area voting area voting area voting area voting area
\oting \oting \oting \oting \oting
Machine Machine Machine Machine Machine
Reg. Reg. Reg. Reg. Reg.
Machine Machine Machine Machine Machine
(5] () [<5] [<B] [<B]
> > > > >
(B} («B] (B} (B} (B}
> > > > >
O o O O O
Entrance

\oting time: 0900 to 2100

Number of computers: Around 10

Polling station staff: Around 12

Number of polling stations and venue: thc

Information for verification: Identity Card
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Onsite e-polling Process

Enter the polling station
and line up in front of the computer as instructed

Show your ID card to the staff
who operates the registration computer

Staff confirms the voting eligibility and inputs information

HEK perm. resident Identity Card
aged 18 or above NMumber in full

g Enter the independent voting area

Choose one of the candidates

\oting Procedures :

1) Enter the polling station and line up in front of the computer as instructed

2) Show your ID card to the staff who operates the registration computer

3) Staff confirms the voting eligibility and inputs the Identity Card Number in full and then arranges
the voter to designated independent voting area

4) After entering the voting area, the voting computer will be automatically switched on without
requesting to input any personal information. The voter has to choose one of the candidates or to
abstain from voting under his/her own will within 3 minutes and then send out the e-voting form

5) There will be staff near the voting area to help those who encountered problems during the voting

Data protection measures:

1) High privacy independent voting area will be adopted so that voters will not be interfered while
voting

2) Staff will only input voter’s Identity Card Number into the voting system

3) The HKID number in full will then be converted by the system into a chain of irreversible Hash
Codes for storage, in order to protect one’s privacy, and to prevent repeated voting

4) The system of registration computer will be equipped with a virtual keyboard to prevent data
from being stolen

5) The website has obtained the Hong Kong Post e-Cert in order to prevent from being counterfeited
and will ensure the data will be encrypted while processing

6) All processed data will be stored in the central server, the computer will not store any individuals’ data



